One of the action items from last week was to look into ways to get Windows events into splunk.

I found several useful websites related to windows powershell and also splunk specific stuff.

I've attached a pdf of how to configure splunk enterprise to connect to a remote windows server and extract items from the event log.

I'm not sure if this will work with our version of splunk or if it will work with a non-server windows machine but I thought I would pass it along.


I'm not that familar with powershell but the information look useful.
Links below:

Powershell
https://www.whatsupgold.com/blog/use-powershell-automate-log-reviews 
https://blog.ipswitch.com/understanding-powershell-toolmaking?_ga=2.238634432.1943267375.1604411176-817227006.1604411176 
 
https://docs.microsoft.com/en-us/powershell/scripting/learn/ps101/00-introduction?view=powershell-7 
 
https://kb.webspy.com/s/article/windows-event-logs-and-powershell 
 
https://blog.netwrix.com/2015/11/06/windows-event-log-forwarding-with-powershell/ 


Splunk
https://splunkbase.splunk.com/app/3067/#/overview 
 
https://community.splunk.com/t5/All-Apps-and-Add-ons/How-do-I-collect-basic-Windows-OS-Event-Log-data-from-my-Windows/m-p/440187 
 
https://docs.splunk.com/Documentation/Splunk/latest/Data/MonitorWindowseventlogdata#Collect_event_logs_from_a_remote_Windows_machine 
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