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$ Gpgdwin - Secure email X -+

& O | A gpgawinorg

ata English | ™8 Deutsch

e (GPONWN| o | ovamens | o

Thunderbird

M usove

Davd ancohe Jendian B Enclebngin  Fericer M NeWS
@ .~ i U :
:Tf‘ﬂ'mﬂwrv Zee 0 e nolee v aaoktrechten  Deoriiale 37 ?T"_!.' ?o:"." - A 2015-11-25
' VERCACRIwEAIgE 2otk .
D 7| Mene 23 v ceeres | Anders o fhote . # Gpgdwin 2.3.0 released

Shortcut to : \ ———r Ogch ey - ___ Presse release (German)

ST e men
SecureDow... brcecon  Zi-000) .

i — L 2015-11-25
e # Security Advisory 2015-
11-25

s [

r'._

2

19

A

@ ) Older messages in news archive.
R\ (

Change History - Check integrity

Gpg4win - a secure solution...

.. for file and email encryption. Gpg4win (GNU Privacy Guard for Windows) is Free Software

and can be installed with just a few mouse clicks.

Discover Gpg4win Getting started Join the community

Learn what Gpg4win is and read more about We help you to use Gpgdwin. Learn the basics Gpgdwin is Free Software. Join the
the features of our solution! about Gpg4win and get in the world of community! We recommend subscribing to the

About Gpgdwin » cryptography. The best point to start is with the Gpg4win announcement mailing list to be

illustrative Gpgd4win Compendium. automatically informed about new releases
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ata English | ™8 Deutsch
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Thunderbird
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Shortcut to Downlo ad

SecureDow...

Home » Download

Gpg4win 2.3.0 (Released: 2015-11-25)

Gpg4win 2.3.0 contains:
You can download the full version (including the Gpgd4win compendium) of Gpgdwin 2.3.0 here: Pg

= GnuPG 2.0.29%
Gpg4w“| 2'3'0 Klecpatra 2.2.0-gitfb4ae3d

Size: 26 MByte GEA 099
GpgOL 1.3.0

GpgEX 1.0.2
Kompendium (de) 3.0.0
Compendium (en) 3.0.0

OpenPGP signature (for gpg4win-2.3.0.exe)
SHA1 checksum (for gpgd4win-2.3.0.exe): 88d90eeSalea3e66bl98eaB66063140b882444d5

Changelog

More Gpg4win-2.3.0 variants

« Ggpg4dwin without Kleopatra and Gpgdwin Compendium:
Gpg4win-Light 2.3.0
Size: 9 MByte

OpenPGP signature
SHA1 checksum: 3£f8¢c5111b541cdblb514d20e1962d0c5229£5871
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¥ | [ v | Application Tools  Downloads

“ Home Share View Manage
lﬁ « v o~ & > ThisPC > Downloads v & | Search Downloads

Mozilla # Quick access A Name Date modified Typ
Thunderbird
I Desktop @ gpgdwin-2.3.0.exe 2/29/2016 6:24 PM  Application
& Downloads ‘L) Thunderbird Setup 38.6.0.exe 2/29/20166:11 PM  Application
| Documents
Shortcut to 5| Pictures
SecureDow... data

J’) Music

Project Professic

Wsus
‘@& OneDrive

3 This PC
B Desktop
| Documents
<4 Downloads
Jﬁ Music
= Pictures
B Videos
‘e Local Disk (C:)

=% Network v £
2 items 1 item selected 25.3 MB
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Application Tools Downloads

Home Share View Manage
y
% v N & > ThisPC > Downloads v O Search Downloads
&
Mozilla Lo o Name Date modified Type

Thunderbird

6

B Desktop  # @ gpgdwin-2.3.0.exe 2/29/2016 6:224PM  Application
‘ Downloads o @ Thunderbird Setup 38.6.0.exe 2/29/2016 6:11 PM Application

Shortcut te Windows protected your PC
SecureDow...
Windows SmartScreen prevented an unrecognized app from starting. Running this app might put
your PC at risk.
More info
&=/ Pictures
B Videos
‘s Local Disk (C:)
=% Network o =
2items  1item selected 25.3 MB
PM |
22 (O I'mCortana. Ask me anything. [ Q " A D) B ;;,5/2016
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Application Tools Downloads

Home Share View Manage
y
% v N & > ThisPC > Downloads v O Search Downloads
&
Mozilla Lo o Name Date modified Type

Thunderbird

6

Shortcut to
SecureDow...

B Desktop  # @ gpgdwin-2.3.0.exe 2/29/2016 6:224PM  Application
‘ Downloads o @ Thunderbird Setup 38.6.0.exe 2/29/2016 6:11 PM Application

Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put
your PC at risk.

App: gpg4win-2.3.0.exe
Publisher: Unknown Publisher

&=/ Pictures
B Videos
‘s Local Disk (C:)

=% Network v £
2 items 1 item selected 25.3 MB

. 625PM |
22 (O I'mCortana. Ask me anything. [ Q F AR OB 5000
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G User Account Control

» Do youwantto allow this app to make changes to your
¥ PC?

L:J Program name:  Gpg4win
Verified publisher: Intevation GmbH
File origin: Hard drive on this computer

Show details Yes

Change when these notifications appear
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G User Account Control

» Do youwantto allow this app to make changes to your

Program name:  Gpg4win

Verified publisher: Intevation GmbH

File origin: Hard drive on this computer

Program location: "C:\Users\Tim\Downloads\gpg4win-2.3.0....
Show information about this publisher's certificate

Hide details Yes

Change when these notifications appear
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Mozilla
Thunderbird

Shortcut to
SecureDow...

Installer Language

'R Please choose a language for the setup.
Bitte die Sprache des

Installations-Vorgangs angeben.

English

Cancel
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ﬁ‘ |

Mozilla
Thunderbird

PR @ Gpgdwin Setup

GPC;\\4WiN Welcome to the installation of
Gpg4win

Shortcut t
Sec(:"ec[;]owc_,,_ Gpg4win is a installer package for Windows for EMail and file

encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supported,
OpenPGP and S/MIME. Gpg4win and the software induded
with Gpg4win are Free Software.

Click Next to continue.

This is Gpg4win version 2.3.0
file version 2.3.0.7965

release date 2015-11-24
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@

Moazilla

Thunderbird
HREEI @ Gpgdwin Setup

’ \ License Agreement
@ This software is licensed under the terms of the GNU General
Public License (GPL).

Shortcut to

I — Press Page Down to see the rest of the agreement.

Spg4win consist of several independent developed packages, available under
different license conditions. Most of these packages however are available
under the GNU General Public License (GNU GPL). Common to all is that they
are free to use without restrictions, may be modified and that modifications
may be distributed. If the source files (i.e. gpg4win-src-x.y.z.exe) are
distributed along with the binaries and the use of the GNU GPL has been
pointed out, distribution is in in all cases possible.

What follows are the terms of the GNU GPL; for a list of individual
copyright and license notices please see the installed README file.

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the redpients the same rights you have received.

< Back Cancel

@ O 'm Cortana. Ask me anything in} mar e AL B g
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HREEEE @ Gpgdwin Setup

@ Choose which features of Gpg4win you want to install.

Shortcut to

A Check the components you want to install and uncheck the components you don't want to

install. Click Next to continue.

Select components to install: GnuPG IR

[ ] Kleopatra

Gpg4win Compendium

Space required: 69.4VB
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Moazilla

Thunderbird
HREEEE @ Gpgdwin Setup

@ Choose which features of Gpg4win you want to install.

Shortcut to

A Check the components you want to install and uncheck the components you don't want to

install. Click Next to continue.

Select components to install: Description

[ ] Kleopatra

GPA

[ ] GpgoL

GpgEX

Gpg4win Compendium

Space required: 69.4VB
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Moazilla

Thunderbird )
@ Gpgdwin Setup

| \ Choose Install Location
@ \ @ Choose the folder in which to install Gpg4win.

Shortcut to

e Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse

and select another folder. Click Next to continue.

Destination Folder

Browse...

Space required: 69.4VB
Space available: 18.2GB
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Moazilla

Thunderbird
HAEEBIE @ Gpgdwin Setup

! \ Install Options
@ \ @ Start links

Shortcut to

- Please select where Gpg4win shall install links:

Start Menu

[ ] Desktop

[ ] Quick Launch Bar

(Only programs will be linked into the quick launch bar.)
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Recycle Bin

¥ .

Moazilla
Thunderbird
HREEEE @ Gpgdwin Setup
\ Choose Start Menu Folder
\ @ Choose a Start Menu folder for the Gpg4win shortcuts.
Shortcut t
Se c?” ecsj owc.>.. Select the Start Menu folder in which you would like to create the program’s shortcuts. You

can also enter a name to create a new folder.

Gpg4win|

Accessibility
Accessories
Administrative Tools
Maintenance
Microsoft Office 2013
StartUp

System Tools

Tablet PC

Windows PowerShell

Install Cancel
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@

Moazilla

Thunderbird )
@ Gpgdwin Setup

’ \ Installation Complete
@ \ @ Setup was completed successfully.

Shortcut to

SecureDow... Completed

Create folder: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\Gpg4win
Create folder: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Gpg4win'D...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Gpg4win...

Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Gpg4win...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Gpg4win...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\Gpg4win...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Gpg4win. ..
Created uninstaller: C:\Program Files (x86)\GNU\GnuPG\gpg4win-uninstall.exe

Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Gpg4win...
Completed

@ O 'm Cortana. Ask me anything in} mar e AL B
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Moazilla

Thunderbird
HAEEBIE @ Gpgdwin Setup

GPG\\4WiN Completing the Gpg4win Setup
Wizard

Shortcut to

- Gpg4win has been installed on your computer.

Click Finish to close this wizard.

Show the README file

Click here for the project's homepage

6:26 PM
A OB 5500506




@ Winl0_x64_02 - VMware Workstation 12 Player (Non-commercial use only)

Player v v &v T Dl_']

: |

Recycle Bin

("”‘\.
*"I

Moazilla

Thunderbird
HAEEBIE @ Gpgdwin Setup

GPG\\4WiN Completing the Gpg4win Setup
Wizard

Shortcut to

- Gpg4win has been installed on your computer.

Click Finish to close this wizard.

[ ] show the README file

Click here for the project's homepage
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& Thunderbird — Softwar X -+

O ﬂ Mozilla Foundation [US] mozilla.org

THUNDERBIRD ADD-ONS SUPPORT

Thunderbird

Software made to make email easier.

Thunderbird is a free email application that's easy to set up and
customize - and it's loaded with great features!

Free Download

* Inbox u " Calendar x D Tasks x W Chat
4 )

Tue « O »
Aug 2015 CW 34

8 GetMessages ¥ # Write ¥ W Chat R Address Book lag Q Quick Filter

45 alex.thunder@examplecom 4 o & A © @

—_

4 * Inbox ¥ * @  Subject .
~__& _ 21 New Fvent

o || =] &3

«
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¥ [ ¥ | Downloads
“ Home Share View
— v N ; > ThisPC > Downloads v O Search Downloads
Shortcut to # Quick access A Name Date modified Typ
SecureDow...

B Desktop ~ # &) Thunderbird Setup 38.6.0.exe 2/29/2016 6:11PM  Application
< Downloads

| Documents
& Pictures
data
J’) Music
Project Professic

Wsus
‘@& OneDrive

3 This PC
B Desktop
| Documents
<4 Downloads
Jﬁ Music
= Pictures
B Videos
‘e Local Disk (C:)

=% Network
1 item
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G User Account Control

» Do youwantto allow this app to make changes to your
¥ PC?

== Programname: Thunderbird Installer
A°)  Verified publisher: Moxzilla Corporation

File origin: Hard drive on this computer

Show details Yes

Change when these notifications appear
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Recycle Bin

Shortcut to

S Dow...
ecureDow ‘L) Mozilla Thunderbird Setup

X

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard will guide you through the installation of Mozilla
Thunderbird.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.
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Recycle Bin

Shortcut to
SecureDow...

‘L) Mozilla Thunderbird Setup

Setup Type
Choose setup options

Choose the type of setup you prefer, then dick Next.

(® Standard
Thunderbird will be installed with the most common options.

O Custom
You may choose individual options to be installed. Recommended for experienced users.

Use Thunderbird as my default mail application

6:12 PM
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Recycle Bin

Shortcut to

S Dow...
ecureDow ‘L) Mozilla Thunderbird Setup

Summary
Ready to start installing Thunderbird

Thunderbird will be installed to the following location:

C:\Program Files (x86)Mozilla Thunderbird

Thunderbird will be set as your default mail application.

Click Install to continue.

< Back Install Cancel
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@

Mozilla
Thunderbird ‘L) Mozilla Thunderbird Setup
@ | Completing the Mozilla Thunderbird
Setup Wizard
Shortcut to
SecureDow...

Mozilla Thunderbird has been installed on your computer.

Click Finish to close this wizard.

Launch Mozilla Thunderbird now

6:13 PM
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Home L;_]
L Get Messages =~ # Write v B Chat & Address Book ‘ W Tag ~ @ Quick Filter | Search... <Ctri+K> Pl = Events 4P x
29 Mon ¢« O »
Thunderbird Feb2016 CW9
ENewEvent
= Email &) Chat ) Newsgroups Feeds 4 Today

> Tomorrow
| Create anew calendar > Upcoming (5 days)

Use Thunderbird as the default client for:

E-Mail A

[] Newsgroups

Feeds v

[] Allow Windows Search to search messages

Always perform this check when starting Thunderbird

Set as Default Skip Integration

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X

23] Today Pane v

- 6:13 PM
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Home [+
2 Get Messages ~ # Write ¥ B Chat & Address Book ‘ ® Tag ¥ % Quick Filter | Search... <Ctrl+K> P = Events 4P x
29 Mon ¢« O »
Thunderbird Feb2016 CW9
Welcome to Thunderbird X m New Event
4 Today
Would you like a new email address? > Tomorrow

> Upcoming (5 days)
Tim Preuss Search

In partnership with several providers, Thunderbird can offer you a new email account. Just fill in
your first and last name, or any other words you'd like, in the fields above to get started.

gandi.net
The search terms used are sent to Mozilla (Privacy Policy) and to 3rd party email providers
gandi.net (Privacy Policy, Terms of Service) to find available email addresse

Skip this and use my existing email I think I'll configure my account later.

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X

23] Today Pane v
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Home [+
2 Get Messages ~ # Write ¥ B Chat & Address Book ‘ ® Tag ¥ % Quick Filter | Search... <Ctrl+K> P = Events 4P x
29 Mon ¢« O »
Thunderbird Feb2016 CW9
Welcome to Thunderbird X m New Event
4 Today
Would you like a new email address? > Tomorrow

> Upcoming (5 days)
Tim Preuss Search

In partnership with several providers, Thunderbird can offer you a new email account. Just fill in
your first and last name, or any other words you'd like, in the fields above to get started.

gandi.net
The search terms used are sent to Mozilla (Privacy Policy) and to 3rd party email providers
gandi.net (Privacy Policy, Terms of Service) to find available email addresse

Skip this and use my existing email I think I'll configure my account later.

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X

23] Today Pane v
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Home E]

2 Get Messages ~ # Write ¥ B Chat & Address Book ‘ ® Tag ¥ % Quick Filter | Search... <Ctri+ P = Events 4 P> x
29 Mon ¢« O »
Thunderbird Feb2016 CW?9
@ New Event
I Email &) Ches Lo Mmemmniins P
Mail Account Setup x ¥
Drrow
| Createanew calel yming (5 days)
Your name: | Tim Preuss Your name, as shown to others

Email address: | tim.preuss02@gmail.com

Password: oooooooooooooool

. Remember password

Get a new account Continue Cancel

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X

23] Today Pane v
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Home E]

2 Get Messages ~ # Write ¥ B Chat & Address Book ‘ ® Tag ¥ % Quick Filter | Search... <Ctri+ P = Events 4 P> x
29 Mon ¢« O »
Thunderbird Feb2016 CW?9
@ New Event
I Email &) Ches Lo Mmemmniins P
Mail Account Setup x ¥
Drrow
| Createanew calel yming (5 days)
Your name: | Tim Preuss Your name, as shown to others

Email address: | tim.preuss02@gmail.com

Password: | eeeeessssscccee

. Remember password

Configuration found in Mozilla ISP database

@ IMAP (remote folders) () POP3 (keep mail on your computer)

Incoming: IMAP, imap.gmail.com, SSL
Outgoing: SMTP, smtp.gmail.com, SSL

Username: tim.preussO2@gmail.com

Get a new account Manual config Done Cancel

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X

23] Today Pane v
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Home E]

I e s s s P . ~| == | Events 4 ) x
Enter credentials for tim.preuss02@gmail.com on imap.gmail.com X

2, Get Messages

@ https://accounts.google.com/ServiceLogin?passive=12096008 continue=https://accounts.google.com/o/oauth2/auth?login_hint%3Dtim.preuss02@gmail.com%26scope%3Dhttps

~

Google

Sign in with your Google Account

tim.preuss02@gmail.com

Need help?

Create an account

One Google Account for everything Google
GMERD L # » €

] |

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension.

Learn more Disable Keep

Mail for tim.preussO2@gmail.com@imap.gmail.com: Sending login information... 23] Today Pane v

(] m A

” 6:18 PM
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Home E]

I e s s s P . ~| == | Events 4 ) x
Enter credentials for tim.preuss02@gmail.com on imap.gmail.com X

2, Get Messages

@ https://accounts.google.com/ServiceLogin?passive=12096008 continue=https://accounts.google.com/o/oauth2/auth?login_hint%3Dtim.preuss02@gmail.com%26scope%3Dhttps

~

Google

Sign in with your Google Account

tim.preuss02@gmail.com

Need help?

Create an account

One Google Account for everything Google
GMERD L # » €

] |

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension.

Learn more Disable Keep

Mail for tim.preussO2@gmail.com@imap.gmail.com: Sending login information... 23] Today Pane v

(] m A

” 6:18 PM
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Home E]

- . . & ... S [ P - . . ~ | === | Events 4 ) x

2, Get Messages — : . . . .
Enter credentials for tim.preuss02@gmail.com on imap.gmail.com

X
@ https://accounts.google.com/o/oauth2/auth?login_hint=tim.preuss02@gmail.com&scope=https://mail.google.com/&response_type=code&redirect_uri=http://localhost8client_

tim.preuss02@gmail.com ~ o3

~ Mozilla Thunderbird Email would like to:

M View and manage your mail

By clicking Allow, you allow this app and Google to use your information in accordance
with their respective terms of service and privacy policies. You can change this and

other Account Permissions at any time.

| |

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable

Keep

Mail for tim.preussO2@gmail.com@imap.gmail.com: Sending login information...

il -

23] Today Pane v
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2 A OB 5500506

i



“1__;‘13 Winl0_x64_02 - VMware Workstation 12 Player (Non-commercial use only) o || @ R

Player v | Il ~ cp I O «

Home [¥]
2, Get Messages ~ 4 Write ¥ M Chat A Address Book ‘ W Tag ¥ ™4 Quick Filter Search... <Ctri+K> Pl =

45 tim.preuss02@gmail.com

# Inbox Thunderbird

4 N/ | ocal Folders
@) Trash < Email ) Chat ) Newsgroups Feeds

111 Qutbox
Create a new calendar

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension.

Learn more Disable Keep

Mail for tim.preussO2@gmail.com@imap.gmail.com: Sending login information... 23] Today Pane A

(] | A
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i Inbox E]
L, Get Messages ¥ # Write v B Chat & Address Book Tag @, Quick Filter Search... <Ctri+K> P =
4 tim.preuss02@gmail.com 9 | oo Unread # Starred & Contact ® Tags @ Attachment Filter these messages... <Ctri+Shift+K> pe
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